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1 Terms of Reference

The Controlled Document Portal (CDP) is a software application and secure data repository
provided by PDMS on a resilient, managed, Software-as-a-Service basis.

The CDP enables you to centrally store, edit and share documents with your various
stakeholders, in a controlled way, no matter where they are in the world. Key features of this
secure system include a simple folder-based filing structure, with document version controls,
audit trails and search features, and sophisticated access/permission settings that your
Administrator(s) can manage for each User of the system. Hosting, backups and upgrades
are taken care of by PDMS as part of the monthly subscription package.

The CDP can be accessed via web-browsers using a secure connection from anywhere with
Internet access. It is optimised for Internet Explorer (version 7 and above), and the latest
versions of Firefox, Safari and Chrome.

Depending on how your network is set up, you may also be able to use Windows File
Explorer to access CDP folders. If permitted by your organisation, you will be able to access
folders and documents stored in the CDP via a network drive in the same manner that you
access other network resources.

CDP Personal is an application which, once installed and configured, connects to the CDP
server and downloads and stores the documents available to a user on their computer.
Downloaded documents can then be viewed even when an Internet connection is not
available.

This manual provides guidance for the use of the CDP and CDP Personal. For further
resources and important information, please visit www.pdms.com/cdp/resources

Note: Images have been included in this manual as a visual prompt to help locate the item
in the application. As the CDP is enhanced, and as the interface to may have been
tailored to suit your organisation, some controls may have a different appearance
and location in your version of the application to those illustrated in this manual.
Their behaviour, however, will be consistent with that described.

To facilitate identification of the control or icon being explained, red circles/ovals
overlaying images of the system have been used as highlights, e.g. item of interest. |

1.1 Change History

CDP Version Summary of changes Date

1.0 User Manual version 1 02/04/2012
1.3 Various, including CDP Personal 31/05/2012
1.5 Updated to include changes introduced on versions 1.4 and 1.5 02/10/2012
20 E;:;tic:dt:e::j:s,? rszinogizzl‘ianxz:j;ced in CDP Version 2.0, i.e: forgotten 25/02/2012
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2 Controlled Document Portal (CDP)

2.1 CDP Home Page and Documents

The Documents displayed on the CDP Home Page are those Documents within the CDP
marked as “Visible without login”. These Documents are available to all Home Page visitors
for viewing and downloading without need for authentication.

The Documents displayed can be filtered by Document Type by choosing the required
Document Type from the displayed drop-down, and selecting the Go command button.

RDMS

Home About Login

Access your document from anywhere in the World!

The Controlled Document Ponal (COP) lets you access your documents from amywhere with an intemet connection
Using the CDP you can provide your staff, parners or customers with the most up-to-date versions of key documents wherever they are in the world through a single, secure portal
Features to help you control and distribute all your documents include: an easy 1o use file structure, search, version control, auditing, reporiing. and security and permissions management

Abaut The PDMS CD8

Public Documents

Document Typs A Z @A ]

BRI |BE Recocisi 17017

|= fiyer_orads Brochure - Manx Grads - flyer_grads 2.9mb
(@ | SmcumPubleSectu Brachure - Public Seclor Brochure - 2009 b
| = | coPusermanual | Manual for standard users of the COP [ 28mb |
|% | COPWebDay User Manual COP user manual regarding webday featuras anly 490 6k
| = | minigleafiet [ aGaminigteatat | 4mb
[® | mems [mamis 1 3imb|
i % | Recpe | asdasdad | 1945
ERER GmE-

DEMONSTRATION SYSTEM Controlled Document Porial
© Copyright PDMS Lid 2012

1. If no Documents are marked CDP marked as “Visible without login”, then no
documents will be displayed on the Home Page.

2. Visitors to the Home Page cannot view any other documents, or perform any other
CDP functions, without logging in to the CDP.
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2.2 Login, Logoff and Password Recovery

2.2.1 Login

RDMS

_

The Login link, at the top left of the Home Page, displays the Login page via which, by entry
of the Username and Password combination supplied to you in the first instance by your
CDP Administrator, you can access the CDP.

Username: | |

Password:

Accept and Login

Forgotten password? Click here to recover it using your user name or email address.

Notes: 1. At first Login, or on expiry of your Password, you will be prompted to enter a new
Password. Your organisation’s CDP Security Policy may require that your
Password conforms to its Password Security Settings (see 2.3.2 Change
Password).

2. At first Login, you will be prompted to enter a Memorable Word for use during the
forgotten Password process. You can change your Memorable Word at any time
(see 2.3.3 Change Memorable Word)

2.2.2 Forgotten Password

If you are unable to remember your Password, click the Click here link. This will open the
Password Assistance — Account Details window.

Password Assistance - Account Details

Please enter either your username or your email address.
User Name |

Email Address |

Having problems recovering your password? Please contact your administrator at admin@mycdp.cdp.pdms.com

Enter either your User Name or Email Address and press the Next command button.
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This will open the Password Assistance — Account Verification window.

Password Assistance - Account Verification

User Name John.Smith

Email Address

Please enter the following characters from your memorable word.

Character 7 |XL—.| Character 15 K’q

Having problems recovering your password? Please contact your administrator at admin@mycdp.cdp pdms.com

Send Recovery Email

Enter the appropriate characters from your memorable word, and press the Send Recovery
Email command button. An email will be sent to the email address registered with the CDP
for you account. The email will contain a link; clicking on the link will open the Recover
Account — Enter a new password window.

Recover Account - Enter a new password

Username John Smith
New Password -
Confirm New Password ¥

Having problems recovering your password? Please contact your administrator at admin@mycdp.cdp pdms.com

Change Password

Enter and confirm your new Password; note that your organisation’s CDP Security Policy
may require that your Password conforms to its Password Security Settings (see 2.3.2
Change Password). Press the Change Password command button. You will then be able
to logon using your new Password.

Note: If for any reason you are unable to complete this process, then send an email to your
registered CDP Administrator by clicking the link displayed in each window.

You can exit the CDP from any window
in the system by selecting the Log Off
link.
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2.3 MyCDP

The MyCDP menu option
displays further menu options to
review and change your personal
and security information.

2.3.1 User Details

The User Details menu option
displays your account details.

If you have permission, you can
change these as appropriate by
pressing the Edit command
button.

Document Portal

User Details

Change Password

avout (ISl logoff |

Change Memorable Word

Account Details

Individual Title

Mr

2.3.2 Change Password

Change My Password

Old Password
New Password

Confirm New Password

Save

First Name John
Surname Smith
Email Address john.smith@mycdp.cdp pdms.com
Edit
To change your Password, click
s the  Change Password menu
option.
*
*® Enter  your old

Notes:

(existing)
Password, and enter and confirm
your new (required) Password
twice.

Press the Save command button.

1. Your organisation’s CDP Security Policy may require that your new Password

conforms to its Password Security Settings. This may mean that:

e your Password must contain one or more of; a lower and upper case letter, a

number, a symbol;

¢ you must change your Password after a certain number of days.

2. When your Password expires, you will automatically be directed to this Change

Password window.

RDMS

Revision: CDP 2.0
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2.3.3 Change Memorable Word

Set Memorable Word

Memorable Word

[
-

Confirm Password

Your Memorable Word is used during the
forgotten Password process.

To set/change your Memorable Word,
click the Change Memorable Word menu
option.

Enter your Memorable Word and your
Password, and click the Save command
button.

RDMS

Revision: CDP 2.0
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2.4 Browsing the CDP

2.4.1 Document Portal Page

Once logged in to the CDP, the Document Portal page is displayed. This is split into two
sections:

RDjMS ] i

# Contents of Root Folder

Dl Contents B

EI ' IH Record(s) 1-10 of 10 | Calmn Ssection
= - wa File Siza ersid o

The left hand side of the page displays a hierarchical ‘tree’ structure of the Folders and
Documents stored in the system. The Folders and Documents can be navigated, expanded
and collapsed either by clicking on them and the arrow icons displayed next to them, or by
using the arrow keys on the keyboard. Note that the Folders displayed will be filtered to only
those that you have permission to see.

The right hand side of the page displays the relevant details of the selected Folder or
Document, as described below.

Note that the Document Portal page can be accessed from anywhere in the system by
selecting the Document Portal link.

p@Ms Revision: CDP 2.0 Page 10 of 41



PDMS Controlled Document Portal User Manual

2.4.2 CDP Navigation Methods

To navigate around the CDP, “left click” once on the tab, folder, icon or link you wish to view.

In the details view on the right hand side, left click the appropriate icon to perform the activity
you wish to undertake, including edit a folder, add a folder, delete a folder, upload a
document and download changed documents.

A list and descriptions of the icons used in the CDP are provided below.
In the tree view on the left hand side, you can also “right click”:

¢ on a folder to see and select options to add a sub folder, edit the folder, delete the
folder and upload documents to a folder; and

e on a document to see and select options to view the document’s history, edit the
document’s details, delete the document or replace the document.

Note: The availability of the above described functions to a particular User will depend on the
permissions assigned to that User by a CDP Administrator.

2.4.3 CDP Icons

The following table describes the meaning of the icons used within the CDP web-application.

Icon Function Icon Function

. y Edit Folder Export to CSV

ﬁ Add Sub-Folder ﬁ Delete Folder

™ Upload Document l/ Download Changed
" Documents

View Document Edit Document Details

21 &
% Replace Document () Delete Document
=
N Expand = collapse
ﬁ Go to First Go to Last
Previous Page H Next Page
Selected Page Next page of data Ex 2
[ - Name | Change Sort Order of | -~ Name | Change Sort Order of
Column Assending Column Descending
Save Preferences 5] 0] Number of lines per page
Add Item - Delete Item
T Move Up BN Move Down
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2.5 CDP Folders

The availability of the following functions to a particular User will depend on the permissions
assigned to that User by a CDP Administrator.

2.5.1 Folder Contents / Document Lists

The Contents tab for a particular folder will provide a list of the Documents it contains, along
with Document Search features.

The following image shows the contents of a Folder in the CDP, or, in other words, a
“‘Document List”:

EEEH Recordis) 1-10 of 53

Column Selection »

EE

»a Name Version
- c o | Standard AT s " —
23 BS EN IS0 9001:2008 Bocinants 2008 0710212012 11:55:00 Detaits Wigw
i IS0 Standards Overview — Sales | Staff Training 1 07/022012 12:03:38 Details View
and Information .
e e | | - I |
B 150 Standards Overview | a;;“,:{':;:':gun 1 0710212012 12,0815 Details View
[ 42.3 Cantrolled Documant Content and Layout Hacadines 1 07022012 12:58:28 Details Vigw
- 1801 2001 | Standard oTi02201 e i Vigw
= 50 IEC 2700 P 1 0740212012 13:06:23 Delails View
= LICENSING OF WASTE DISPOSAL REGULATIONS 1390 Manx Legislation | 1590 10212012 13:25:19 Details View
X PPG2 - Ol Storage UK Legislation | August 2011 0 12132718 Details View
| L Lead Developer Job Descriptions | 1 12 14:18:48 Datails View
0 Project Manager Job Descrigtions |1 071022012 141851 Details View
Application,
[ PDIS Application Form Consent and 1 07022012 143622 Details View
| Vietting Forms

B[ BENEEE

Unless otherwise specified, all Document Lists, as illustrated above, will:

¢ Include navigation buttons for “First Page”, “Previous Page”, “Next Page” and “Last
Page”;

¢ Include page number links to allow direct navigation to particular pages;

¢ Include an indication of the total number of rows available for viewing in the list, e.g.
“Records 1 — 10 of 4327;

¢ Include the ability to change the sort order of the content within certain columns;

e Display 10 rows per page by default, but will allow the [Cojumn Selection « |

specification of different page sizes of 5, 10, 25 or 50 rows; I
- con

e Allow different columns to be shown or hidden using the - Name
“Column Selection” drop down list, by “checking” or “un- |7 _version Format
checking” the box next to the column heading and clicking the - Filename

Apply” button. | - Short Description

Note that your current column and sort selections can be saved by | - Long Description
clicking the & icon next to the rows per page selector. Next time you - Version Comment
log in to the CDP, the list screen will default to these saved settings. - Eolder

- File Size

- Wersion

] - Last Updated

"] - Last Updated By

- Details
Apply
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2.5.2 Search Functions

When the list of documents in a folder is viewed, by default the search criteria pane will be
displayed in its collapsed state. To use the search || controls, click on the
command to expand the search pane and reveal the search criteria:

Coren TR

Search Criteria

|' v | bearch Criteria
—

Mame l—]

Description |

Document Contant —

Uploaded By System User rs_'elect [=]

Uploaded Date [On or Before[+] | |
Include Sub Folders? [Yes[7]

To collapse the search pane, click on the command.

More information on the features of the search is provided in the Searching for Documents
section below.

2.5.3 Viewing Folder Attributes

The attributes of the selected Folder can be viewed by selecting the Detail tab.

Dms _—

Browse Dacumants.

& [ Rt Folder

| ":f.w“::m:'.m Portal # Folder Details for ISO 9001
(] R o Srtaramdiicios
g o ZEN2>

4+ || quality Documarts
b {80 St Hame 150 9001
4 | 130 2700 Description 150 Gualty Standard
- || Palicies! Controls.
4 [} standard Donemants
| = tac 1we 37001
4 || 1m0 9001
# || ProceduresPieenssen
[¥ 4.3.3 Controted Document Content
4 ||| eaff Training and irdormation
) 150 Standards Svarview |
Ir. 180 Standards Svarviem - Sales
T ro — Sucurity Lovel Intomal Staff & Clients
= 55 & 150 90013008 Geougs Qualny
- [ 15014002
- ] Sates & Markating
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2.5.4 Adding a Sub-Folder

There are two ways to add a sub-folder to the currently selected Folder. Either:
1. Right click on the folder in the tree view and choose the “Add Sub Folder” option from
the pop-up menu that is displayed; or

RD)MS
Fome Aviston

# Contents of ISO 9001

Detall  Contents

»  Saarch Criteria

Eantent .I.ﬂ.. Recon(s) 14 of 4

|U=! 423 Contralled Document Content and Layoul 1 |arzat2 125828
|m Staff Training |

{1} Sules & Mahisting i | Bl 150 Standards Overvew |ans B |t | 0722012 120818
| |150 Standards Overasw - Saies | |onzz0tz 120338
‘E | BSENISO 90012008 g::f;:-: 2008 0722012 115500
-[Jaf-1]

2. Select the “Add Sub Folder” command button that is displayed in the right hand pane.

. s/Rm s
|

[+ | saarch Criteria

l |
[ ] 0] | Ksmachate [ [Column Selecion +

=« Last Updated
[ 14.2.3 Controlled Document Content and Layout Procedures/Proci 1 07/02/2012 12.58.28

@ iSO Standards Ovenview Stall Treining. |4 ‘omz:zmm-nm ‘Detauls v

__a_lld_ Information | | lew
150 Standards Ovenview - Sales el idoing || 07/02/2012 12.03:38 Details View
% |BsENISO 90012008 Sandard o |2008 07/02/2012 11:55.00 Details Visw

T
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The Add Sub-Folder page will be displayed to allow you to enter the details of the new sub-

# Add sub folder to : ISO 9001

Detail  Contents /R % "'|
Name * |
Description | *
Security Level 'i{'llease'_f;'ellect_ 3 *
Groups | .Ol.uality z'
L v ]
folder.

The information/fields required for creation of the new folder are listed in the table below;
mandatory fields are marked with an asterisk as shown above.

Field Details Notes
Name The name of the sub-folder as it is to Folders within a parent folder must be
appear in the tree. unique.
Maximum length = 100 characters.
Description | A longer description of the purpose of | Maximum length = 2000 characters
the folder.
Security The level of user that the contents of | This security level cannot be lower
Level the folder should be available to. than that of any of its ascendant/
higher level folders (parent,
grandparent etc.).
Groups These are your functional business Select from the list of available groups

groups e.g. Finance, Human Resource,
etc. These groups can then be used
on the folders to restrict access in
conjunction with user clearance

Additional groups can be set up by
your CDP administrator

When all details are entered, select Save. The new folder will be created and appear in the
tree on the left of the screen.

RDMS

Revision: CDP 2.0
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2.5.5 Editing a Folder’s Details

There are two ways to add a sub-folder to the currently selected Folder. Either:

1. Right click on the folder in the tree view and choose the “Edit Folder” option from the
pop-up menu that us displayed; or

XDMS

Home Document Pordal Adn

Browse Documants

& [ oot Faider

nivoted Documant ortal % Contents of ISO Standards

Dl Cantents rd ﬁ m ‘.‘ .;

» | Search Criseria

11 upland Bocumant beet . @@ Q@ Pt 1ot Cokamn Sefection_+ |
L ST TR W ARG
s | PPG2 - i Storage UK Legislation | August 2011 | OTAIZ2012 132718 Details | View
|8 LICENSING OF WASTE DISPOSAL REGULATIONS 1390 Manx Legislation | 1930 |0TR2012 132519 Detaify | Mtmw
] 150 14001 2004 15014001 | 20041195 |oTzRn12 1318 50 Datails | Vi
- | Standgard | | i |
p: 150 IEC 27001 ol 1 OTH@2012 13,0623 Detaite | view
i 4323 Cantroled Dacument Content and Layout Procadures/Praca| 1 |oTrzrz0nz 1258 28 Dataits |
i e ot (e i
_] 150 Stamdards Ovzcoen | sormaion |1 (om0t 120815 | eaie | i
15D Stardards Overew - Sales Staf Training and | |o7M22012 12.03.38 Details | vimer
.- 1 -QIHHS.HU I I I - I 1
|2 |msenisomonzne |Documants |28 |prwzr20tz 115500 s | i |
<[]0l iEa

2. Select the “Edit Folder” command button that is displayed in the right hand pane.

% Contents of ISO Standards

Da_unl” Contents ﬁ ﬁ f "/’

> | Search Criteria

IIE|IH Record(s) 1-8 of 8 [T [ Column Selection = |

== |ast Updated

Y| PPG2 - Oil Storage UK Legislation | August 2011 07/02/2012 13:27:18 | Retails | View
% | LICENSING OF WASTE DISPOSAL REGULATIONS 1990 ﬂ:;;am 1990 07/02/2012 13:25:19 Details View
% [is0 14001 2004 lisot001  |2004-1115 | 07/02/2012 13-19:50 | Details View
% |is0iEC 27001 Dot 07/02/2012 13.06:23 | Details [ View
i 4.2.3 Controlled Docement Content and Layout Procedures/Procy 1 07/02/2012 12:58:28 |mjﬂ|§_ View
Bl |1SO Standards Overview f:;"f"'"‘;?w 1 07/02/2012 12.08:15 Iggragls View

¥ 130 Standards Oveniew - Sales f;:".t’“"“"‘-‘ 1 07/02/2012 12:03:38 |m1a |yim
BS ENISO 90012008 e | 2008 07/02/2012 11:55:00 |Qgtals I\h'gw

.|
|01

The folder details will be shown and can be edited. The edited fields must still comply with
the validation rules described in the Adding a Sub-Folder section of this manual; e.g. the
security level will be validated to ensure that it is no lower than that of any of the folder’s
ascendants.
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2.5.6 Deleting a Folder

There are two ways to delete a sub-folder from the currently selected Folder. Either:

1. Right click on the folder in the tree view and choose the “Delete Folder” option from
the pop-up menu that us displayed; or

2. Select the “Delete Folder” command button that is displayed in the right hand pane.

# Contents of ISO Standards

Detail | Contents f ﬁ'\ j,

» | Search Criteria

BRI PR Recordts 1oors [Cotumn Selection -
=a Name wa Folder == Last Updated
| PPG2 - il Storage UK Legislation |August 2011 07/02/2012 13:27:18 | Detgils | View
| | LICENSING OF WASTE DISPOSAL REGULATIONS 1990 [’:;:hm 1990 07/0212012 13:25:19 | Details Vigw
[ 10 14001 2004 |1s014001 20041145 | 07/02/2012 13:19:50 | Details | view
- Standard | |
B |isoiEc2noon | Docamenti: | |07102:2012 130623 |Detais View
ilf 4.2 3 Controlled Document Content and Layout Procedures/Proci 1 07/02/2012 12:58:28 | Details | View
| . Staff Training 4 |
:.'_} | IS0 Standards Chvendew |and I.n‘nm‘?!m“_ | 1 mn.?,uzazmz 12:08:15 _Q_ letails \"_I'e_ﬂ
|65 |iSD Standards Oveniew — Sales f;‘d'ﬂ.T,'s'"'"g 1 07/02/2012 12:03:38 | Details View
|®  |BSENISO 90012008 Stmndand 2008 07/02/2012 11:55:00 | Details View
| | | Documents | | | |
L i
BEBE Rl |+

A confirmation message will be shown, explaining that all the Documents contained in the
folder will be deleted, with a list of the names of those documents. Click the “Confirm” button
for the deletion to proceed.

Note:A Folder cannot be deleted if it contains sub-folders.
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2.5.7 Moving a Folder

A Folder can be moved to another parent Folder by dragging-and-dropping it within the tree
view. Whilst it is being dragged, a * icon is displayed to indicate that the Folder cannot be
dropped into the underlying Folder due, for example, to security settings. The icon changing
to a ¥ indicates that the Folder can be dropped into the underlying Folder. Prior to moving
the Folder, a confirmation dialogue will be displayed.

4 Contents of ISO Information

Dwial | Cumisnis .VI ﬁ ﬁ ¥ LB

| Search Criterin

megE (ol Secton
I =a Faldr Veimion = Lant Updated

Ho records have bean found which mabch your ssarch critaria

The following rules apply to security levels when moving folders:

¢ If the Folder being moved has the same or a higher security level than its new parent
Folder, it will retain its original security level settings.

o |If the Folder being moved has a lower security level than its new parent Folder, its
security level will be updated to match the security level of the new parent Folder (as
Sub-Folders cannot have a lower security level than a parent Folder).

e The above rules also apply to any Sub-Folders of the Folder being moved.

When the Folder is moved, the tree view will automatically refresh to display the new Folder
structure.

Note that Folder names must be unique within a parent Folder. A warning will be displayed if
a Folder of the same name already exists in the new parent Folder, and the move will be
prevented. The name of one of the Folders will need to be changed to allow the move.

P@Ms Revision: CDP 2.0 Page 18 of 41



PDMS Controlled Document Portal User Manual

2.6 Documents in the CDP

The availability of the following functions to a particular User will depend on the permissions
assigned to that User by a CDP Administrator.

2.6.1 Browsing Documents

When a Folder is selected from the tree, the right hand side of the Document Portal page
displays the Contents tab containing a list of the Documents contained within the Folder and

I:@ M S System Admin &
Home Document Portal Admimistration About Log Off

Browse Documents

4- |\ Root Folder
|_] coP Promotional Material.  J§ cOntents of lso 9001
-+ |_| Finance Documents

|| HR Documents T

* [ig] Projects .. Detail .' Contents f ﬁ w f ;5

L] Quality Documents
| 4| 150 Standards

i} 1s0 27001 | » | Search Criteria
1150 001
|| 150 Information | |
| || 1so14001
- () ::!es & Marketing n' EJ! E Record(s) 14 of 4 3 | | Column Selection
|._| shipping
=~ Version va va File
va Name == Filename Comment Folder Size Version
4.2 3 Controlled | | ‘
= | 4.2.3 Controlled Document | . 2 Procedures| .
" | Document Content
& nd [m o - Content and Layout Flrstvarsion Processes| 107K |1 Detals
Staff
&) L IS0 Standards Overview | First Version Training 26mb|1 Details
Overview and
Information |
| Staff [
w | 180 Standards ISO Standards Oveniiew - | . : Training
fiw — e First Version aral 52k (1 Details
Information
bt [1s0 9001 2008 November 2008 | St2n9ad | 406 41 2008 | Details
001_200i Documents| |

T T

its sub-Folders.

The Documents can also be seen in the hierarchical folder tree-view in the left hand side.
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2.6.2 Searching for Documents

The Search Criteria pane of the Contents tab can be used to search the Documents
contained within a Folder and, if specified, its Sub-Folders. ] Clicking on the command

will reveal the Search Criteria controls; clicking on the command will hide them.

Search Criteria

Name
Description
Document Content

Document Format EJPDF i [~]

Uploaded By System User [Select | ;I

Uploaded Date |Between (Inclusive) | ~ | | Bl and | |
Include Sub Folders? [Yes[~]

Document Type [Check List B

3 B

The criteria on which a search will be performed are:
¢ Name - the whole or a part of the Document Name;
o Description — the whole or a part of either the Short or Long Description;

¢ Document Content — a word or phrase that forms a part of the Content of the
Document (note: not all Document formats can be indexed);

o Document Format — the format (e.g. PDF) of the current version of the Document;
¢ Uploaded By System User — the User who uploaded the Document;

e Uploaded Date — a Date prior to or subsequent to which the Document was
uploaded;

¢ Include Sub Folders — whether Documents from sub-folders are to be included in
the results;

¢ Document Type — the type of document as selected by the user.

Note: The Search Criteria may include controls for any Additional Fields specific to your instance of
the CDP as set up by your CDP Administrator.
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2.6.3 Viewing Information about a Document

The information about a Document can be viewed by either clicking on the Document in the
folder tree-view, or by selecting the “Details” option displayed against the Document in the
Folder contents list.

System Admin &

Home Document Portal Administration About Log Off

Browse Documents

4 'y Root Folder

“iJ cop Promotional Materizt §- Contents of ISO 9001

+ |_] Finance Documents

v~ L_| HR Documents

* | Projects I. m Contents / ﬁ ﬁ f 5

S

L] Quality Documents
| 4 | ]150 Standards

- lij} 150 27001 | » | search Criteria
-~ |__| 150 9001

L] IS0 Information
- L] 15014001

- | ] Sales & Marketing nl E! Record(s) 14 of 4 @ [ [ Column Selection ~

| Shipping
va Version va == File
v+ Name ~a Filename Comment Folder Size Version
4.2 3 Controlled
4.2.3 Controlled Document | _. ! Procedures ;
¥ | Document Content
& nd mem Lonten Content and Layout Frst version Processes 1875k 11 Details
Staff
&) Ql - S_!andards ISO Standards Overview First Version :;at;mng 26mb |1 Details
Information
Staff
_ 1508 i S vl _
i Oveni \: _ Sal L&S;)eftandards Overview - | irct Veersion ::'ac:nmg 52k |1 Details
I |Information| )
|
) | T 1SO 9001 2008 November 2008 | S | 4og4k|2008  |Details

= -
EREE YT

Depending on your permissions, the information about the document is displayed on tabs,
including:

o Details — including information supplied by the User who uploaded the Document,
which can subsequently be edited (see below);

e History — a historical list of the document versions;

¢ Audit — information about who has performed what actions on the Document.
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2.6.3.1 Document Details

The Document Details, as displayed in the image above, are either provided by system
Users, or automatically set by the system as follows.

Provided by system Users:

@)

Name — an identifier for the document, which may or may not be the same as
the name of the original file that was uploaded;

Short Description — information about the document;
Long Description — more information about the document;

Version Comment — information relating to this particular version of the
document;

Version — information identifying this particular version of the document;
Document Type — the type of document as chosen by the uploader;

Visible without login — specifies whether the Document will appear on the CDP
Home Page and can be viewed by unauthenticated Users;

Any other Additional Fields specific to your instance of the CDP as set up by
your CDP Administrator.

o Automatically set by the system:

@)

O

Original Filename — the name of the file that was uploaded;

Document Format — the file format of the document version (e.g. PDF. DOC)
(note that the file format may be different for different versions of the same
Document);

Folder — the CDP Folder into which the document version was uploaded;
Uploaded On — the date and time the document version was uploaded;

Uploaded By System User — who uploaded the document version.

RDMS
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o Public Download Link — URL which can be given to non-authenticated users
to access the document (N.B. this only appears if the document is marked as
“Visible without login”).

2.6.4 Viewing a Document

A Document can be viewed by clicking the “View Document” command button that is
displayed in on the Document Details screen when a Document is selected in the tree-view.

RDMS
" Administration | Lag OF

Browss Documants

4 |y Root Foldar
- [} cantrolied Ducumank Bortal % Document Details for BS EN 1SO 9001:2008
i Fmance Gossmanss

- Details

1| Mamatacturing
4 |} quatty Socumants
4 || 150 Standards
i~ 180 27000
4 1150 3001
4 | iFrocedueas Frocesnen
¥ 4.2.3 Cantolied Decumant Cantant

i Stnit Training and [afarmation
i Ssmndard Dosuments
82 T 130 9001:7008

] 1=014001
(I Sates B Markating

EA et

Hame
Shea Descriphon

Lang Diseriptn

BS ENISO 20012008

150 90012008

Fequirernents

(Oviginal Filename IS0 9001 2008
Version Comment Howember 2008
Version |dentifier 2008
Document Version Format POF

Foider

Standard Documents

Uploaded On QTR 115500
Upipaded By System User System Admin
Document Type Infcemation Docament

Clicking the document name in the Folder Contents view will also download the document.

a L& Root Folder
i~ |_| COP Pramational Material
g |_| Finance Documents
i~ |_| HR Documents
Lo || Projects
|| Quality Documents
4| | 150 Standards
I~ L] 1s0 27001

L

About

Log Off

# Contents of ISO 9001

B -

[ » | Search Criteria

sEAR T ¥

i L_ 150 9001
(- L] 150 Information |
i - |_) 15014001 B
|| Ssles & Marketing E Record(s) 14 of 4 8 || | Column Selection «
s EE(EE [Coma Socion

v Name

va Filename

2rsion
Comment

Version

4.2.3 Controlled Document | - Procedures .
[ Content and Layout First version frigasias 1675k | 1 Details
| Staff
&) |80 Standards — Training agmil
L | Ovendew IS0 Standards Overiew First Version P 26mb |1 Details
| Information
| Staff
& | SO Standards ISO Standards Overiew ) - Training .
W T Sales First Version and 52k| 1 Details
= w SO 9001 2008 November 2008 gmd;;dms 406 4k | 2008 Details
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Where the document is downloaded to will depend on your computer settings (e.g. you may
be prompted for a location or all documents may be downloaded to your default “Downloads”
folder). The appropriate application can then be used to open the document e.g. Microsoft
Word or Adobe Acrobat Reader.

2.6.5 Uploading a Document

A new Document is uploaded to the CDP by selecting the desired Folder in the tree-view and
clicking the “Upload Document” command button displayed in the right hand pane, resulting
in the display of the Upload Document pane.

Home i Administration About Log Off

Browse Documents

4 | Root Folder

|__| Controiled Document Portal ¥ Upload Document
|._| Finance Documents

|_| Forms for Intermediaries

|._| HR Documents Detail m i ﬁ ,.I,
|| Projects : - F

|| Quality Documents

4 ligh150 Standsecy Please ensure that your document is no larger than 4MB and has been virus
I |_] 1s0 27001 checked. o
- [} 1s0 9001 Select File o =
I ‘_, 150 Information MName r owse :*
| |_] 1s014001 Short Description *

|_| REG COP Demo
|| Sales & Marketing

Long Description

‘Version Comment

Wersion *
Document Type Please Select '[TJ *
o]

Clicking the Browse command button will result in the display of a “Choose File to Upload”
(or similar) dialogue, allowing you to choose the file to upload. Then enter the User specified
Document Details (see above) and click the Save command button.

Notes:

1. The Name and Description attributes are used by the CDP Search functions, so set
their values appropriately.

2. Depending on your organisations policy, a maximum file size may have been set. If
so, this will be displayed on the Upload Document pane.
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2.6.6 Editing a Document’s Details

A Document’s details can be changed by clicking the “Edit Document Details” command
button displayed in the right hand pane.

& Edit Document Details for ISO 14001 2004

[,

e
D

T
—=|

The User specified Document Details (see above) can be changed as required and saved
by clicking the Save command button.

Note:Editing a Document’s details will not create a new document version, but will create an
audit record.

2.6.7 Replacing a Document

The current version of a Document can be replaced by the clicking the “Replace Document”
command button displayed in the right hand pane, resulting in the display of the Replace
Document pane.

¥ Replace Document ISO 14001 2004

Details History Audit

Please ensure that your document is no larger than 4MB and has been virus

checked.
Select File
*
Name ISO 14001 2004 *
Short Description IS0 Environment *
Long Description Environmental management systems - Requirements with

guidance for use

Version Comment

Previous Version 2004-11-15
Version | *
Document Type |Infnrmatinn DDcumentlZl *

Cancel
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Again, clicking the Browse command button will result in the display of a “Choose File to
Upload” (or similar) dialogue, allowing you to choose the replacement file to upload. The
User specified Document Details (see above) can be changed as required, and saved by
clicking the Save command button.

Note:A Document in one format can be replaced by a Document in another.

2.6.8 Deleting a Document

A Document can be deleted by the clicking the “Delete Document” command button
displayed in the right hand pane; confirmation of the delete will be required.

& Delete Document ISO 14001 2004

o ) 2 | ~

Are you sure you want to delete the document: 'ISO 14001 2004'?
Click "Confirm' to proceed with the deletion, or ‘Cancel’ to abandon.

Confirm j Cancel
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2.6.9 Downloading Changed Documents

The Download Changed Documents function provides the facility by which you can view all
the Documents you have previously downloaded and which have subsequently been
updated in the CDP with their later versions.

System Admin 2,

Home Administration | About Log OF | I

Browse Documents

4. [y Root Folder
| L) cop Pramational Materials - § Download Changed Documents
|_| Finance Documents
* || HR Documents .
o s 41k
4- || Quality Documaents &
4| |150 Standards
+- | 150 27001
4| ]1s0 s001
4- | |Procedures Proc m
= | I
! ..uw d'z'a_conml | Content and Layout
-~ |_| Staff Training ar, | L
% |

2 (IS0 14001 2004 1SO14001 286 6k | 2004-11-15

=~ File wa Last
Size = \ersion Updated

17/09/2012
Procedures Processes 167.5k | 1 141617

17/09/2012
6

~~ Folder

|| Standard Docurr

- |_] 150 tnformation
| - ] 15014001
i || Sales & Markating

- || Shipping

Select a Folder in the tree-view and click the “Download Changed Documents” command
button on the right hand pane. The Contents pane will list the Documents in the currently
selected folder which you have previously downloaded, and which have been replaced by a
new version since your last download.

You can download these documents individually (by clicking the Document Name).

Clicking the Download Documents command button displayed at the foot of this list will
create a ZIP file containing all the listed documents which you can save to your local disk, or
open in your default ZIP handling application.
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3 CDP Personal

3.1 Introduction to CDP Personal

CDP Personal is an application which allows you to download and store documents locally on your
computer in a secure, encrypted repository, providing you with access to these documents whilst not
connected to the Internet.

CDP Personal:

¢ Provides you with access to your CDP Documents when an Internet connection is not
available;

e Automatically synchronises with your CDP site when an Internet connection is
available to ensure the correct Documents are stored locally;

e Only stores locally the Folders and Documents you have permissions to view;

e Can be configured to automatically check and update the Folders and Documents to
a schedule set by you;

e Displays a status bar showing the last time it synchronised with your CDP site;

o Will automatically update to the latest version of the application as and when these
become available.

The following sections provide further information on how to install, configure and use CDP Personal.
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3.2 Installation of CDP Personal

CDP Personal will run on a Windows XP Professional, a Windows Vista or a Windows 7
machine.

It requires the following:
e Windows Installer 4.5
¢ Microsoft .NET Framework 4 Client Profile (x86 and x64)
e SQL Server Compact 4.0
which, if not already in place, will be installed by the Installation process:
To install CDP Personal, open your browser and navigate to the following URL.:

http://download.pdms.com/cdppersonal/setup.exe

The subsequent process will vary depending on your operating system version and security
policies, but an example is now described. You may require the assistance of your network
Administrator to complete the installation.

j View Downloads - Windows Internet Explorer | = | = é]

View and track your downloads Search downloads Je
MName Location Actions s
setup.exe &15 KB Do you want to run or R o ‘
: un ave » =
download pdms.com sy this pragrem: ‘

Choose Run in response to the above, or a similar, dialog.
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The progress of your installation will be shown in dialogs similar to the ones below.

“Launching Application

Verifying application requirements. This may take a few

Installing PDMS CDP Personal ' :
This may take several minutes. You can use your computer to do other tasks // )

during the installation.

Name: PDMS CDP Personal

From: www.pdms.com

ke |
Downleoading: 5.54 KB of 510 KB

Cancel

When complete you will see the CDP Personal application open to show its main window.

‘I File. Tools  Help

e

Name Version Size Last Modified

A ) Activity Log
| | Werking Offine

At this point, CDP Personal is installed on your computer, and can be accessed from the
Start Menu at:

All Programs > PDMS > Controlled Document Portal > PDMS CDP Personal

However, in order to connect it to your CDP web-application, it requires configuring and
licencing.

p@MS Revision: CDP 2.0 Page 30 of 41



PDMS

Controlled Document Portal User Manual

3.3 Configuration of CDP Personal

To configure the CDP Personal, choose the “Tools” menu in the CDP Personal application
(as per the image above) and select “Options”. You will then see the dialog box as shown in

General | Remote Server l Synchronisation Liﬁensing -f

% General Options

the image below.

B Automatically start CDP Personal when [ log on to Windows
[T} Start CDP Personal minimised to the taskbar
[¥] Automatically check for updates on connection to the CDP server

The following sections describe how to update each of the four tabs — General, Remote
Server, Synchronisation and Licensing.

3.3.1 General CDP Personal Settings

The “General” tab contains the following settings, detailed with their default settings:

e Automatically start CDP Personal when | log on to Windows — Unchecked

e Start CDP Personal minimised to the taskbar — Unchecked

o Automatically check for updates (to Documents) on connection to the CDP server —

Checked

To change these
settings according to
your own
preferences,
check/uncheck  the
checkbox next to the
appropriate option(s)
and click “Save”.

These settings
should be
reviewed/adjusted

after installation, but
can be revisited and

General | Remote Server I Synchronisation I Licensing

% General Options

[ |automatically start CDP Personal when I log on to Windows

[ | [start CDP Personal minimisad to the taskbar

[¥]|automatically check for updates on connection to the CDP server

RDMS
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edited at any future time.

3.3.2 Remote Server Connection Settings for CDP Personal

The “Remote Server” tab is where CDP Personal needs to be configured with the information
necessary to access the CDP web application:

General | Remote Server | SynchronisationJ Licensing

Connection Settings

URL

Username
Password

[7] Show Password

[ Save |] Cancel

The dialog box shown above should be updated as follows:

¢ URL - Enter the URL that CDP Personal will use to connect to the CDP, that is the
URL that you use to access your CDP with the extension /webdav/ added, for
example:

https://mycdp.cdp.pdms.com/webdav/

o Username — Enter the user name you use to access the CDP website;

e Password — Enter the password you use to access the CDP website.

Click “Save” to save this configuration information.
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3.3.3 CDP Personal Synchronisation Schedule

The “Synchronisation” tab controls how often CDP Personal will download updated
Documents from your CDP web application.

The synchronisation frequency options available are:
e Never
e Every Day
e Every Hour
o Every Week

e On Connection

| General I Remote Server | Synchronisation | Licensing '

._ Synchronisation Schedule

Synchronisation retrieves the CDP Server's current document / folder structure and
downloads any new or changed documents within specified folders.
CDPPersonal must be connected to the CDP Server to synchronise

Synchronise automatically |[Never -
Last Synchronised Every Day

Every Hour

Every Week

Cn Connection

Save I I Cancel

If left at the default option of “Never”, then synchronisation with your CDP web application
you will have to be performed manually (see the CDP Personal Menu/Tools section below).

Whichever option is chosen, synchronisation will only be performed whist CDP Personal is
running.

Notes:

1. If no Documents have been updated to your CDP web application since CDP
Personal last synchronised, then no data will be transferred.

2. Consideration should be given to your connectivity to your CDP web application when
selecting the synchronise schedule.
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3.3.4 CDP Personal License

The “Licensing” tab is where you install the CDP Personal licence ‘key’. You will need to
request a Licence, which is a long series of apparently random letters and numbers, from
your CDP Administrator.

Once you have received a licence:

1. Copy the Licence provided to you by your CDP Administrator to your Windows
Clipboard.

2. Click the “New Licence File” button.

i General | Remote Server I Synchronisation | Licensing

% Licencing

This product is currently unlicensed.

I Save H Cancel ‘

3. Using the “Paste” button, paste the copied contents into the “Licence Entry Box” and
click “Save”.

 Please Paste your licence file into the box below, then click Save.

This completes the licencing of the CDP Personal. The Licence details can be viewed at any
time by selecting the Licensing tab.
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l General l Remote Server I Synchronisation | Licensing 1

@ Licencing

This product is licenced to Demonstration System

Licence issue date 10/05/2012 10:47:11
Licence valid until 10/05/2013 10:47:11

Note: The CDP Personal Licence has an expiry date, which should be noted.
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3.4 CDP Personal Main Window

The CDP Personal main window is laid out in a similar way to the CDP web application. On
the left side you see the Folder Tree and on the right side of the window you see the

File Tools Help

Qs

4 Root Folder Version Last Modified File Retrieved

Documents

1/05/2012 11:54:22 Connected to the COP Server ; system.admin
11/05/2012 11:54:22 Checking for updates
/2012 11:54:22 Check For Up ied : Downloading http://www.pdms.com/downloads/cdppersonal/CDPPersonal.application did not succeed.
012 11:54:50 Beginning Sync
1 2012 11:54:52 Syncing Folder : Roaot Folder 1
11/05/2012 11:54:52 Syncing Folder : Controlled Document Portal Manuals SynChron Ise |Og Status information
11/05/2012 11:54:53 Syncing Folder : COP Personal
11/05/2012 11:54:53 Syncing Folder : Finance Documents
11/05/2012 11:54:53 Syncing Folder : HR /

~ | Activity Log

: Last Synchronised: 11/05/2012 12:16:28 | Connected to the COP Server

Documents area.
At the top left of the window are two command buttons:

Q Connects and dis-connects CDP Personal with to/from your CDP web-application
(see File|Work Offline, below).

When connected to your CDP web-application, synchronises the Document

EE,, information and Folder structure from CDP web-application (see
Tools|Synchronise, below). Note that this does not download the Documents
themselves.

At the bottom of the window is an expandable “Activity Log” which can be used to check
which documents have been synchronised. Click the “Up” arrow to expand the Activity Log
window, and the “Down” arrow to minimise it.

The Status Bar at the very bottom right of the main window confirms the date and time of the
last synchronisation with the central CDP, and whether CDP Personal is currently
“Connected to the CDP Server” or “Working Offline”.
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3.4.1 Configuring a Folder for Automatic Download

A Folder can be configured to automatically
download the Documents it contains when CDP 2 POMS Contolled Document Portal Person
Personal is connected to your CDP web application. g g
To do this, right click on the Folder in the tree-view QE

- A QCC-? F‘O‘Ut;'
and choose Properties. + FIControlled Document Portal Manusis
COP Personal

4 | Finance Documents

| Propertes

Fi for Interm +
General Forms for Intermediaries

HR Documents

Name | HR Documents Projects

Quality Documents
Last Synchronised 11/05/2012 12:16:13 Sales & Marketing

Description  HR Documents REG COP Dema

Then, in the Folder Properties dialog, check the
“‘Automatically download folder contents”
checkbox.

I Automatically download folder contents
L T

The contents of the Folder will then be automatically Downloaded to your CDP personal on
synchronisation with your CDP web application, both when a manually and when a
synchronisation is performed as per a Synchronisation Schedule set up by you (see CDP
Personal Synchronisation Schedule, above).
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3.4.2 Downloading and Viewing Documents

Documents that have been synchronised with your CDP web-application, but have not yet
been downloaded, are displayed in the Documents section of the CDP Personal Main
Window in grey text; Documents which have been both synchronised and downloaded are
displayed in black text. In addition, Documents which have been downloaded will be

File. Tools Help

'y

4 Reci Ealdas | Nama Version
Cantrolled Document Portal Manuals ] FC0P User Manualpd 10
CDP Personal FLCOP WebDav User M 1.0
4 | Finance Documents $Recipe pdi 2
HR

Sales Accounts
Forms for Intermedianes
HR Documents

Prajects

Quality Documents

Sales & Marketing Document(s) available for offline viewing will have

REG CDP Demo

the retrieved date shown

11/05/2012 11:54:22 Connected to the COP Server : system.admin
Checking for updates
Check For Updates Failed : Downloading http://www.pdms.com/downloads/cdppersonal/COPPersonalapplication did not succeed
Beginning Sync

54:53 Syncing Folder : Finance Documents
Syncing Folder : HR

~ | Activity Log
Last Synchronised: 11/05/2012 12:16:28 | Connectad to the CDP Sernver

displayed with a “File Retrieved” date.

The behaviour of the functions that can be performed on Documents depends on whether or
not CDP Personal is connected to your CDP web application. All are available by right
clicking the Document.

e Open: Will download and open the selected document in the default application for the file type of
the Document. If CDP Personal is Online, then prior to opening the Document, CDP Personal will
check your CDP web application and download the Document as necessary.

e Download: This option is only available when CDP Personal is Online; it will download the
Document to CDP Personal.

e Save As: Will open a Save As dialog to allow you to save the Document in your own file system.
If CDP Personal is Online, then prior to saving the Document, CDP Personal will check your CDP
web application and download the Document as necessary.

MName Version Size Last Modified Fite Retrieved
'1: 30 1EC 2200 ndf b E 3
Open
Download
B Savess.

Properties
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o Properties: Will open a dialog box
detailing the properties of the document,
as uploaded to the Document Details
section of your CDP web application.

General

E Name | Expense Clam.xlsx

Downloaded

Short Description Expense Claim
Description  Expensa Claim

Version File Size 144.6k
Version Uploaded 20/04/2012 09:33:02
Version Uploaded By System Admin
Version Identifier 2

Version Comment Initial version
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3.5 CDP Personal Menus
3.5.1 File

The File menu contains two options:
File | Tools Help

L4

o Work Offline: This switch is used to control if the
application is Online or Offline (i.e. connected or
not connected to your CDP web application). 4
When Offline, you can only see Folders that have Exit Ctrl+X |
been synchronised and access Documents that
have been downloaded.

o Exit: This option will close CDP Personal.

3.5.2 Tools

The tools menu contains three options: Jools | Help

¢ Synchronise: Clicking this option will cause CDP
Personal to synchronise to your CDP web
application. Synchronisation will transfer the
information about the files contained in the folders, Options Ctrl+0
but will not download the files themselves.

¢ Download All: Clicking this option will download
all the Documents that you have permission to access in your CDP web application.

e Options: This is where you set your preferences and configure the CDP Personal as described in
the “Configuration” section above.
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3.5.3 Help

The Help menu contains three options:

Check For Updates: Clicking this option
will cause CDP Personal to check for
updates/upgrades to the software
application itself.

Show EULA: Clicking this option will
display a window showing the CDP
Personal End-User Licence Agreement
with PDMS.

About CDP Personal: Clicking this
option will display a window showing the
CDP Personal application version
information and links to the agreements
relating to use of the CDP and CDP
Personal.

k For paate
Show EULA
About CDP Personal

Saftmare Licance Agreement far Contumers

1 SOFTWARE LICENCE AGREEMENT
in this Licence, “the Product” means the software product (0P Personal”.

This Licence is a legal agreement between you and PDMS Business Solistions Linsted (PDMS’), » UK & Isle of Man Limited Company for
the Product.

Copyright 2012 POMS &1 Rights Reserved

RDMS

POMS COP Personal v1L0.3.0
POMS Controlled Document Portal Personal

The Centrolled Documeant Portal Personal is part of the PDMS Controlled Document Partal
Service, defined in the PDMS Controlied Document Portal Service Definition and bound by the
POMS Software-ps-a-Service Customer C of Condiyct, the PDMS Software-as-a-Service
Terms and Conditians and the PDMS Standard Terms and Conditions.

Copynight 20012 POMS All Rights Reserved
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